Deadlocks – sometimes “deadly embrace”

Caused by:

· Unpredictability of processes

· Insufficient resources

Deadlocks arise from competition for resources, which must be shared over time but are exclusively controlled (by one process) at any given instant.

If these circumstances could be resolved, there would be no deadlocks !

Definition:

A set of processes is deadlocked if each process in the set is waiting for an event (e.g. the release of a resource) that only another process in the set can cause.

Often, this ‘set’ is in the form of a ring or cycle of processes.

Resources can be devices, memory space, records in a database etc.

Note: We do not even need resources – processes can deadlock with each other.  Deadlocks can also arise in networks

Conditions for deadlock (ALL of which must be satisfied - Coffman)

· Mutual exclusion.  Each resource is either currently assigned to 0 or 1 process.

· Hold and wait.  Processes holding resources granted earlier can request new resources

· No pre-emption.  Resources previously granted cannot be taken away from a process.

· Circular wait.  There must be a chain of two or more processes, each of which is waiting for a resource held by the next ‘link’ on the chain.

Deadlock modelling:

Directed graphs, cycles.  A closed, directed cycle implies a deadlock.

Dealing with deadlocks:

· Do nothing – are they so bad ? or so likely ?

· Detection and recovery – i.e. do not try to prevent deadlocks from occurring, but detect and fix them when they do

· Use algorithms to detect whether directed cycles may arise in resource usage

Deadlock recovery

Recovery though pre-emption, through rollback, or through ‘killing’ processes

Deadlock avoidance (in practice)

· Resource trajectories

· Safe and unsafe states

· The ‘banker’s algorithm’ – elegant but very little use in practice

Deadlock prevention (by theory)

· Attacking one or more of Coffman’s conditions ?

· Process wanting another resource must first release all it has ?

· Numerically ordered resources ?

None of the above is without problems

Other ‘classic’ situations:   

· the dining philosophers

· the producers and consumers  etc etc

Also note: 

“live lock, racing, starvation’ !

