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Risk analysis
“Risk” (according to Oxford dictionary) - “chance of bad consequences, exposure to mischance”

More general definition - the management of uncertainty 

Not necessarily a “negative” activity.

The objective of risk management is to determine (not to eliminate) the exposure of the developing organisation in a systems project, and to assess the implications of lack of success of the project.    Of course, it is not only applicable to computer systems.
There are two aspects to risk :

· project risk - events or circumstances which threaten the success of the project

· product risk - circumstances which threaten the success of the developed product (system)

Risk often arises from changes (changes to circumstances from when the system was specified or envisaged) - e.g.

· Changes in the business environment - making the product less marketable or less cost effective, or less profitable to produce

· Changes in user’s needs - making the product less relevant or useful or of inadequate performance

· Changes in technology - making the product technically obsolescent

· Changes in human resources - departure of skilled personnel from the developer or supporting management from the user

If the risk-identified circumstances occur, they will cause liability or loss : either

· financial loss of developer or user

· loss of reputation of the developer

· liability of the developer or user to legal action

and ultimately

· loss of life to users of defective life-critical systems
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Some unpredictable mishaps may occur in a development project, but most risks can be anticipated - these are known or predictable risks.  If they can be listed, with 

· their likely impact or consequences

· their probability of occurring 

then a risk exposure factor can be calculated of the form    pr .ir
           r

where pr is the probability of risk r occurring and ir is the impact or consequence of risk r.

If we are dealing with financial risks, the exposure can be expressed in financial terms, and can be judged (balanced) in terms of the expected financial benefits of the project.

The measure of other risks, such as risk to reputation, are more abstract.

· So risk analysis essentially consists of listing every imaginable risk, however unlikely, and estimating both their impact and their probability of occurrence.

· Risks themselves cannot be eliminated, but the probabilities of their occurring (really the vulnerabilities of the system to those risks) can be lessened.  For instance, the risk of turnover of essential staff can be reduced by ensuring better staff satisfaction, or the risk or bugs in the final product can be lessened by better testing strategies.

· Ultimately, management will have to judge the viability of the project and final product in terms of the costs, benefits and risks.

· Some risks may be decided to be unacceptable at all : however, even risks to safety or human life may be incurred if  their probability is judged to be low enough.

